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What EO 14420 actually says, in one paragraph
EO 14420 declares a national emergency and prohibits any acquisition, importation, transfer, or
installation of foreign-produced bulk-power system electric equipment initiated after August 26, 2026
where two determinations by the Secretary of Energy are met: (i) the transaction involves equipment — or
associated software, firmware, digital services, maintenance, or remote-access capabilities — designed,
developed, manufactured, or supplied by persons owned by, controlled by, or subject to the jurisdiction of
a Covered Foreign Entity; and (ii) the transaction poses undue risk of sabotage, unauthorized access,
malicious remote operation, or supply disruption, or poses undue risk of catastrophic effects on U.S.
critical infrastructure, or otherwise poses an unacceptable risk to national security. The order is legally
grounded in IEEPA and the National Emergencies Act, meaning DOE’s prohibitions apply notwithstanding
any prior contract, license, or permit. The Secretary of Energy has 120 days to publish implementing rules
and 180 days to propose amendments to the Federal Acquisition Regulation. The order is both
forward-looking (new transactions barred) and backward-looking (existing installations may be subjected
to identify, isolate, monitor, secure, disconnect, replace, or remove requirements). It builds on the April
20, 2026 Presidential Determination under Defense Production Act § 303 that classified grid infrastructure
as essential to national defense.
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Scope: covered equipment, covered entities, and the 69-kV line
Covered equipment. The order defines bulk-power system electric equipment as items used in bulk-power
system substations, control rooms, or power generating stations. The published list is long enough that it
effectively catalogs the entire high-voltage grid: reactors, capacitors, substation transformers, utility-scale
and other grid-connected inverters, battery energy storage systems (BESS), uninterruptible power supply
systems supporting critical infrastructure, current coupling capacitors, large generators, small generators,
backup generators, substation voltage regulators, shunt capacitor equipment, automatic circuit reclosers,
instrument transformers, coupling capacity voltage transformers, protective relaying, metering
equipment, high-voltage circuit breakers, generation turbines, industrial control systems including remote
terminal units and programmable logic controllers and intelligent electronic devices, distributed control
systems, and safety instrumented systems. Associated software, firmware, remote-access capabilities,
lifecycle maintenance and update mechanisms, and other supply-chain dependencies fall inside the scope
when DOE determines they pose an unacceptable risk. In effect, if it operates at bulk-power voltages and
has a digital surface, it is potentially in scope.

Covered Foreign Entities. Per the Crowell & Moring legal alert, CFEs include the countries subject to U.S.
arms embargoes under ITAR 22 C.F.R. 126.1 — China, Iran, Venezuela, Russia, North Korea, plus other
ITAR-embargoed jurisdictions — and entities owned or controlled by those governments, persons subject
to those jurisdictions, and any additional countries or persons the Secretary of Energy designates in the
implementing rules. The order’s prohibition is not a blanket foreign-content ban: friendly-nation suppliers
are not implicated by the order text.

The 69-kV line. The order applies to the U.S. bulk-power system, and per SecurityWeek’s reporting the
operative threshold is transmission at 69 kilovolts or higher. Facilities used for local distribution are
explicitly excluded. This tracks the NERC definition of the bulk electric system and keeps EO 14420
aligned with the existing CIP-002 categorization framework: if the equipment is inside a Medium- or
High-impact BES Cyber System, the equipment is inside the order’s scope by default. Distribution utility
gear at 46 kV and below is not covered by the order, even where it is operationally critical to communities.

Where these devices live: five deployment maps
The covered-equipment list in the previous section is long, but reads as an inventory. Where those devices
actually sit in a typical facility matters more for compliance planning than the list itself. The five diagrams
below map the equipment classes onto five deployment contexts a NERC-registered entity actually
operates: a generation facility, a transmission substation, a distribution substation (included for contrast
— distribution is explicitly excluded from EO 14420), a control center, and an associated data center. Red
boxes are in scope. Magenta boxes are the ICS §5(a) subset explicitly named in the order. Teal boxes are
excluded. Each box carries the specific EO 14420 §5(a) citation so a compliance analyst can trace every
square back to the primary source.

1. Generation facility. Turbines, generators, GSU transformers, grid-connected inverters, and BESS all fall
inside the order at any thermal, hydro, wind, or solar facility that ties to the bulk-power grid at 69 kV or
higher. Common examples: General Electric H-class combined-cycle turbines, Siemens SGT-800 gas
turbines, Hitachi Energy generator step-up transformers, SMA / Power Electronics / Sungrow utility-scale
PV inverters, Tesla Megapack and Fluence BESS units, MTU or Cummins blackstart diesels, ABB
station-service transformers. The DCS layer (Emerson Ovation, Siemens SPPA-T3000, ABB Symphony Plus,
Yokogawa CENTUM VP) plus the safety instrumented systems and the turbine controls (Siemens
SGT-controls, GE Mark VIe, Woodward MicroNet TMR) are the ICS §5(a) surface. Everything above 69 kV at
the point of interconnection is covered.
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Equipment map for a generation facility showing three zones: generator yard and power block (turbines, generators, inverters, BESS,
backup + small generators, UPS, generator step-up transformers), site electrical / grid interface (substation transformers, HV breakers,
instrument transformers), and control house / ICS platform (DCS, PLC/IED, safety instrumented systems, protective relaying). Every box

is tagged with EO 14420 section 5(a).

2. Transmission substation. The highest EO 14420 exposure per unit of facility footprint. Auto-transformers
and phase-shifting transformers (Hitachi Energy, Siemens Energy, Prolec-GE, Efacec, HICO), high-voltage
circuit breakers (Mitsubishi Electric, Hitachi Energy, GE Grid Solutions, Toshiba, CG Power), current and
voltage instrument transformers (Ritz Instrument Transformers, Trench, ABB, Arteche), coupling capacity
voltage transformers, automatic circuit reclosers, capacitor banks and shunt reactors, substation voltage
regulators (Siemens SVCs, GE ROMULUS, MR OLTC). The control house holds the digital protection relays
(Schweitzer Engineering Laboratories, GE Multilin, Siemens SIPROTEC, ABB Relion, ERL / Beckwith) plus
the RTU or IEC 61850 gateway (SEL 3555 RTAC, GE D400, Cooper SMP, Kalkitech), the substation LAN
switches and firewalls (Hirschmann, Ruggedcom, Cisco IE-series, Fortinet Rugged), and the UPS/station
battery + station service transformer. The remote-access and vendor-maintenance path is explicitly
named in EO 14420 §5(a).
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Equipment map for a transmission substation at or above 69 kV, showing four zones: high-voltage yard (transformers, HV breakers,
reclosers, instrument transformers, reactors + capacitor banks, coupling capacity VTs, voltage regulators, metering), control house
(protective relaying, RTU/gateway, substation HMI, PLC/IED), telecom / substation LAN (LAN switches + firewalls, remote-access /

maintenance path), and station service / aux (UPS, station service transformer, SIS). Every box is tagged with EO 14420 section 5(a).

3. Distribution substation. Included here for contrast: EO 14420 §5(b) explicitly excludes facilities used for
local distribution of electric energy. The equipment classes are the same — distribution power
transformers, medium-voltage breakers, feeder reclosers (Eaton Cooper Power Systems, S&C Electric,
G&W Electric, Tavrida), shunt capacitor banks + regulators (Cooper Power CBC-8000, Beckwith M-6280A),
feeder protection relays (SEL-751, GE F60, ABB REF615), PLC / RTU (Novatech OrionLX, GE D25, Motorola
MOSCAD, Elecsys DAWN), FLISR / distribution automation controllers. Same equipment types, different
scope. The exclusion is by function (local distribution) not by device class, and the framing note on the
diagram matters: an operator that also runs a transmission substation at the other end of the same asset
population cannot invoke the distribution exclusion for the transmission gear.
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Equipment map for a distribution substation, typically 46 kV and below, showing distribution power transformer, MV circuit breakers,
feeder reclosers, shunt capacitor banks + regulators, instrument transformers (metering), distribution SCADA gateway, feeder

protection relays, PLC/RTU, local HMI, FLISR / DA controller, UPS + station battery, telecom radio / cellular, and vendor VPN / remote
access. Every box is tagged EXCLUDED (local dist).

4. Control center. ISO/RTO and utility control centers pull in the EMS/SCADA master (OSI Monarch, GE
PowerOn Advantage, Siemens Spectrum Power, Hitachi Energy Network Manager, ETAP Real-Time), the
historian (AVEVA PI Server / OSISoft, GE Proficy Historian), dispatcher HMIs, and front-end processors (OSI
SCADA-XP, SEL SCADA gateways, ICCP servers). The physical-plant support surface is fully in scope: UPS
blocks (Vertiv Liebert, Schneider APC / Galaxy VX), backup diesel generators (Caterpillar, Cummins, MTU),
SIS and life-safety panels (Honeywell Notifier, Siemens FIRE-DAS), plus small blackstart or
demand-response generators. The critical addition versus a substation is the vendor remote-access
gateway and the OEM lifecycle-update path — explicitly called out in EO 14420 §5(a) as covered scope.
Any software or firmware update pushed to the EMS master, any historian patch, and any
dispatcher-workstation OS image originating from a Covered Foreign Entity is in scope.
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Equipment map for an ISO/RTO or utility control center, showing four zones: operations floor + EMS/SCADA (master, historian, operator
consoles, real-time engineering apps), SCADA comms / front-end (front-end processors, ICCP links), enterprise / vendor interfaces

(vendor remote-access gateway, OEM maintenance / lifecycle updates), and physical plant + facility support (UPS, backup generators,
SIS / life-safety, small generators). Every box is tagged with EO 14420 section 5(a).

5. Associated data center. A hyperscale or AI compute facility at BES-level interconnection presents the
most interesting scope question. The BES interconnection at the point of interconnection (substation
transformer, HV circuit breakers, instrument transformers, protective relaying) is fully in scope. The
site-electrical distribution (site step-down transformers, MV breakers, onsite BESS, grid-tied inverters if the
site behind-the-meter generates or stores) is in scope. The facility backup and conditioning layer (backup
diesel or gas gensets, block and rack UPS, small life-safety generators, PLC/DCS/SIS for BMS and power
control) is in scope. The IT compute plane — NVIDIA H100/H200/B200 racks, AMD MI300, Broadcom
Tomahawk switches, Arista, Cisco Nexus, Pure Storage, VAST Data, Dell PowerScale — is not bulk-power
system electric equipment and is not covered by the order. Cooling controls (BMS PLCs) are case-by-case:
if the cooling control system is a PLC or DCS supporting the power-control envelope of the facility, it can
fall inside the §5(a) ICS scope; if it is purely IT-adjacent HVAC, it is not. NERC’s July 16, 2026 rulemaking on
Computational Load Entities under FERC Docket RD26-7-000 makes this facility class a NERC-registered
category on a parallel timeline to EO 14420 implementation.
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Equipment map for an associated data center at a computational-load facility, showing four zones: BES interconnection at 69 kV or
higher (utility substation transformer, HV breakers, instrument transformers, protective relaying), site electrical distribution (site

step-down transformers, MV breakers, onsite BESS, grid-tied inverters), facility backup + conditioning (backup generators, UPS, small
generators, PLC/DCS/SIS), and IT compute plane (compute racks, network / SDN, storage arrays, cooling controls). BES side is in scope;

IT compute plane is not.

Mechanics: what is prohibited, what is conditional, what is grandfathered
The order carves out three procurement states with three different treatment regimes.

Prohibited outright. Any transaction — acquisition, importation, transfer, or installation — initiated after
August 26, 2026, where the DOE Secretary determines both (i) the CFE nexus and (ii) an unacceptable risk
of sabotage, unauthorized access, malicious remote operation, or supply disruption. The order’s language
explicitly states that the prohibition applies “notwithstanding any contract entered into or any license or
permit granted prior to the date of this order.” That single clause resolves the debate over whether
pre-signing contracts are safe: they are not, if the transaction meets the two determinations.

Conditionally regulated. Equipment acquired or installed before August 26, 2026 remains in place but the
Secretary of Energy may impose conditions on continued use, operation, maintenance, servicing, or
updating. The order specifies the tools available to the Secretary: identify, isolate, monitor, secure,
disconnect, replace, or remove. Before ordering isolation, disconnection, replacement, or removal, the
Secretary must consider effects on reliability and safety, availability of secure replacements, and
continuity of essential service, and may establish phased compliance. Mitigation measures can also be
used as preconditions to waivers.

Not addressed by the order text. Purchase orders already placed but not yet delivered, and contracts
under active negotiation but not yet signed, are not named as a separate category in the order. The order
describes only “transactions initiated after August 26, 2026” and prior contracts that are overridden by
the prohibition. The Secretary is authorized to direct the timing and manner of the cessation of pending
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and future transactions. Interpretation in the trade press converges on: pending purchase orders where
installation or transfer has not begun by August 26 are effectively subject to the new prohibitions, and
licensing procedures will be defined in the DOE implementing rules due within 120 days (late December
2026).

Federal Acquisition Regulation amendments. The order also directs, within 180 days, the drafting of
amendments to the FAR to align federal procurement with the order’s prohibitions. That timeline puts
significant grid-related federal contract activity through Q1 and Q2 2027 into a period of active regulatory
drafting where procurement teams will need to track both the DOE implementing rule and the parallel FAR
amendment package.

Existing sites: positive and negative effects
The existing-installation regime is where CIP-registered entities feel the earliest operational pressure,
because DOE has discretion to act on already-installed equipment as soon as the implementing rules land
in late December 2026.

Positive effects

• Federal government is now on record classifying digital access to bulk-power gear as a national-security
matter, which improves cross-agency coordination for entities that already treat their supply chain as a
top CIP-013 risk.

• The order provides a legal basis and political cover for removing or isolating foreign-manufactured
equipment that operators have privately assessed as risky but couldn’t justify replacing on cost grounds
alone.

• DOE’s explicit consideration of reliability, safety, replacement availability, and continuity of service before
ordering isolation, disconnection, replacement, or removal gives operators grounds to negotiate phased
compliance rather than accepting immediate operational disruption.

• Mitigation-as-precondition-to-waiver language creates a compliance path for equipment where an
outright rip-and-replace is not operationally feasible: robust monitoring, network isolation, and access
controls may satisfy DOE without physical removal.

• The framing aligns with existing CIP-013-2 supply-chain risk assessment obligations, so the compliance
evidence work is not entirely net-new for CIP-registered entities.

Negative effects

• Operators now face an unbudgeted assessment burden to inventory every piece of bulk-power equipment
whose original manufacturer, supplier, firmware author, or remote-access provider could be tied to a
Covered Foreign Entity — a supply-chain forensics exercise that CIP-013 asks about at procurement but
not at every asset in the field.

• Firmware, software update, and remote-access dependencies are inside the order’s scope; installed
equipment from friendly vendors may still fall under DOE scrutiny if its firmware or maintenance channel
originates from a CFE jurisdiction, which is common in a globalized supply chain.

• Long-lead-time replacement equipment — large power transformers, high-voltage circuit breakers,
protective relaying — is already in acute domestic supply constraint per the April 20, 2026 DPA § 303
determination, meaning ordered replacements may take multiple years to arrive and the
phased-compliance ceiling could be tight.

• Uncertainty about which specific installed platforms DOE will target when the implementing rules land
creates a planning problem: operators cannot budget for what they do not yet know is coming.
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• Insurance and liability posture may shift adversely for operators known to have CFE-sourced equipment in
operational service after the order’s signing, even before any DOE order specific to that equipment.

Projects in progress: positive and negative effects
Projects in progress — where a contract is signed, equipment has been ordered but not fully delivered or
installed, and the site work is either underway or scheduled — are the highest-uncertainty procurement
state under EO 14420. The order’s “notwithstanding any contract entered into” language and its explicit
authorization for the Secretary to direct the timing and manner of the cessation of pending transactions
together mean prior contracts do not automatically shield the project.

Positive effects

• Projects that were structured with domestic content, friendly-nation supply, or trusted vendor
relationships are immediately more valuable: no re-work, no waiver applications, no supply-chain
forensics burden.

• The DPA § 303 domestic industrial base investment that the April 20 determination unlocked is beginning
to expand production capacity for transformers, breakers, and protective relay systems, which improves
the odds that a project mid-flight can be re-scoped to domestic supply.

• Operators with well-documented CIP-013 supply-chain risk assessments have most of the evidence
needed to demonstrate to DOE that a specific in-progress procurement does not meet the “undue risk”
determination.

• The order’s licensing procedure (to be defined in the 120-day implementing rules) creates a formal path
to complete a project with CFE-sourced content if the risk determination lands the wrong way — provided
operators can meet DOE’s mitigation requirements.

Negative effects

• Contract-price certainty is gone for any project with material CFE-sourced content: DOE licensing,
mitigation costs, or forced substitution all shift cost and timeline outside the original bid.

• Contractual liability for delay, change-order, and termination is being negotiated in real time under legal
advice from law firms that have not yet seen a DOE implementing rule; boilerplate force-majeure and
change-in-law clauses do not cleanly apply to a national-emergency declaration under IEEPA.

• Site work in progress may be paused on the basis of a DOE determination that is not scheduled to appear
until the 120-day rulemaking is published, creating a period where projects sit and accrue mobilization
cost with no clear resumption trigger.

• Foreign OEMs with US subsidiaries, US manufacturing plants, or contracts with US integrators are still
exposed if any covered software, firmware, remote-access capability, or maintenance service originates
from the CFE jurisdiction — a scope that pulls in more mid-tier suppliers than the “made in China” framing
suggests.

• Financing covenants and lender conditions written before August 26, 2026 may cite regulatory
compliance risk in ways that trigger material-adverse-change clauses on projects with CFE exposure,
independent of any DOE action.

Deals in negotiation: positive and negative effects
Deals in negotiation — where the contract has not yet been signed, the RFP is out or the term sheet is
under review, and the equipment population and supplier list are still fluid — are the procurement state
with the most optionality but also the most volatile pricing environment.

Positive effects
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• Operators still hold the pen: RFPs and term sheets can be rewritten to require domestic or friendly-nation
supply, ban CFE firmware and remote-access dependencies, and place CIP-013 supply-chain risk
indemnification on the counterparty rather than on the operator.

• Domestic transformer, inverter, and BESS manufacturers that had previously lost bids on price now have
a competitive advantage; competitive tension in the domestic supplier pool is likely to increase and
pricing to normalize as the DPA § 303 capacity investments come online.

• Legal counsel can build in EO 14420-specific representations, warranties, and termination rights before
the DOE implementing rule is published, hardening the deal against the risk of a post-signing DOE order.

• Deals structured with staged milestones and off-ramps — where either party can walk if a DOE licensing
requirement lands adversely — are cheap to structure now and expensive to retrofit later.

• The federal signal that domestic supply of grid infrastructure is a national-security priority makes the
case for utility rate-case recovery of the domestic-supply premium easier to defend before state PUCs,
especially where the DOE order is the proximate cost driver.

Negative effects

• Pricing for domestic-sourced bulk-power equipment is rising in the short term because demand shifts
faster than domestic capacity expands; DPA § 303 investment takes multiple years to produce finished
equipment at scale.

• Deal timelines lengthen: rewriting RFPs, requalifying suppliers, updating CIP-013 evidence, and
re-baselining with EPCs adds weeks to months on top of the standard bid cycle.

• Some equipment classes — specific inverter platforms, certain relay families, particular BESS chemistries
— have no near-term domestic-content substitute at the required specification. Deals for those classes
may need to accept CFE content plus DOE licensing plus mitigation as the path forward, at higher landed
cost.

• The definition of “initiated” for a transaction under the order is not defined in the text and will be clarified
in the implementing rules. Deals in the letter-of-intent or term-sheet stage before August 26 do not
clearly count as “initiated” and are treated by legal counsel today as new transactions subject to the full
prohibition until DOE says otherwise.

• The 120-day rulemaking window means many deals will be signed before the implementing rule is public,
forcing operators to price the DOE determination risk into the contract without knowing where DOE will
draw the line on specific vendors, product families, or component origins.

What this means for NERC CIP compliance programs
EO 14420 is not a CIP standard and does not amend any CIP standard, but the operational impact on
CIP-registered entities is direct because the order’s scope maps closely to CIP-002 asset categorization,
CIP-005 electronic security perimeters, CIP-007 system security management, and CIP-013 supply-chain
risk management. Compliance teams should read the order’s existing-installation authority (identify,
isolate, monitor, secure, disconnect, replace, or remove) as a set of tools DOE may direct that operators
must be prepared to execute within their CIP-010 configuration change management and CIP-011
information protection frameworks.

The order does not preempt or override any CIP standard: CIP-015 INSM compliance dates still run to
October 1, 2028 (Phase 1) through October 1, 2031 (Phase 2b), and CIP-013-2 supply-chain risk
assessment remains the base compliance obligation for procurement. But EO 14420 does add a
federal-emergency layer above the CIP framework, which means DOE can order changes to installed
equipment on timelines shorter than the CIP standard revision cycle and outside the Regional Entity audit
posture. Registered entities should expect their next CIP-013 audit to include questions about how the
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procurement program is adapting to EO 14420, and should expect DOE’s implementing rule to identify
equipment classes and suppliers where mitigation, isolation, or removal will be required.

The 2026 Gartner Magic Quadrant for CPS Protection Platforms and the vendor landscape summarized in
the CIP Standards tab include several platforms explicitly positioned to satisfy the
identify-isolate-monitor-secure toolkit that EO 14420 authorizes DOE to require — passive INSM tooling,
agent-free network visibility, and OT-native detection all become directly relevant to demonstrating
compliance with any DOE mitigation order that lands on a specific installed platform.

What CIP-registered entities should do in the next 120 days
Publicly-available legal and practitioner commentary from Crowell & Moring, SecurityWeek, and the White
House fact sheet converges on a common preparation checklist. The following is that consensus, framed
for a CIP compliance program:

1. Inventory bulk-power system electric equipment with CFE nexus. Cross-reference the CIP-002 BES Cyber
Asset list against the order’s covered-equipment definition, and for each in-scope asset, document the
original manufacturer, current firmware author, remote-access vendor, and maintenance-service
provider. Note where any of those parties has ownership, control, or jurisdictional exposure to a Covered
Foreign Entity.

2. Refresh CIP-013 supply-chain risk assessments. The order’s two-determination structure (CFE nexus +
undue risk) tracks the CIP-013 R1 assessment framework. Refresh existing supplier risk assessments with
the CFE overlay so that when the DOE implementing rule lands in late December 2026, most of the
evidentiary work is already in the file.

3. Freeze procurement decisions with material CFE exposure. For any deal in negotiation with meaningful
CFE-sourced content, pause signing until DOE’s implementing rule is published or the deal is restructured.
The cost of a paused negotiation is materially lower than the cost of a signed contract that DOE later
disallows or conditions.

4. Review in-progress projects with counsel. Every project with foreign-sourced content and a delivery or
installation milestone after August 26, 2026 needs a legal review. The specific questions: does this
project’s equipment meet the covered-equipment definition, does it have a CFE nexus, and if so, what
change-order or termination provisions apply if DOE later orders isolation, disconnection, replacement, or
removal.

5. Prepare the mitigation package. For equipment that is already installed with CFE content and cannot be
immediately replaced, prepare the technical mitigation package (network isolation, INSM monitoring,
remote-access disablement, firmware update controls, incident-response playbook) that would satisfy
DOE’s identify-isolate-monitor-secure toolkit. Vendor platforms named in the 2026 Gartner MQ for CPS
Protection Platforms (Claroty, Dragos, Nozomi, Armis, Darktrace) are the natural technology basis for that
package.

6. Engage the Regional Entity. Coordinate with the Regional Entity CIP compliance staff on how EO 14420
will interact with the CIP-013 audit cycle. Regional Entities are likely to develop consistent guidance in Q4
2026 or Q1 2027, and getting on their radar early puts the operator in a better position when the
guidance lands.

7. Track the FAR amendment package. Entities with federal contracts — power marketing administrations,
federal facilities, DOE-adjacent contractors — should track the parallel 180-day FAR amendment work,
which will land in late February 2027 and will affect procurement clauses on federal grid-related
contracts.
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Three observations CIP Sentinel takes from EO 14420
1. The order treats digital access as the primary supply-chain risk, not physical hardware origin. Every line
in the covered-equipment definition is paired with associated software, firmware, remote-access
capability, or maintenance service. A US-made transformer with Chinese firmware in the digital protection
relay is inside the order’s scope; a Korean-made inverter with entirely US-controlled software is not,
absent a specific DOE determination. That framing is the same framing CIP-015 INSM is built on: the
interior digital surface is the attack surface. EO 14420 elevates that same framing from a NERC-standard
requirement to a national-emergency legal basis.

2. The backward-looking authority is the operational hinge. Most public commentary is focused on the
new-transaction prohibition, which is the visible legal action. But the
identify-isolate-monitor-secure-disconnect-replace-remove toolkit for equipment already in the field is the
provision that changes day-to-day operator behavior. Operators that have not been monitoring firmware
provenance and remote-access vendor origin on their installed base now have a documented federal
reason to start, and DOE is not required to publish a determination before enforcement action, only to
consider reliability and replacement availability before ordering isolation or removal.

3. The DPA § 303 investment is the enabling condition. The April 20, 2026 Presidential Determination
classifying grid infrastructure as essential to the national defense unlocked domestic industrial base
investment in transformers, transmission lines, substation equipment, and protective relaying. Without
that investment track, a prohibition on CFE-sourced content would collide immediately with domestic
supply constraint and force widespread waivers. The order’s phased-compliance and mitigation-as-waiver
language reads like an acknowledgment that domestic capacity is not yet where the prohibition assumes
it will be. The next twenty-four months will test whether the domestic industrial base can scale fast
enough to make the order’s prohibitions operational rather than aspirational.
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